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ASSUMPTIONS

It is important to understand clearly the role of the security operations center (SOC) at RSA® Conference 
(RSAC). The SOC is an RSAC educational exhibit sponsored by RSA® and Cisco®. It is by no means a true 
security operations center. The RSAC SOC doesn’t have an infrastructure at the Moscone Center and 
only has a SPAN of the network traffic from the Moscone Center wireless network. There are not any logs 
or firewalls, just a copy in real time of the traffic traversing the wireless network. The goal of the SOC is 
to use technology to educate conference attendees about what happens on a typical wireless network. 
The education comes in the form of SOC tours, an RSAC session and, after the event, a virtual webcast 
covering our findings and the publication of this paper by sponsors RSA and Cisco.

It should also be noted that the RSAC SOC team is not part of the RSAC security team and has no 
mechanism to truly protect, mitigate or remediate any issue. This is important because there will be, and 
have been in the past, articles published about “the network” at RSAC not being secure or rogue access 
points being found. “The network” is a typical network that users would connect to for internet access, 
similar to networks in hotels, airports or coffee shops. The network used during RSAC is an open network 
offered by the Moscone Center; our findings and any security issues relate to user activity and not the 
network itself.

All data collected from this exhibit has been wiped and a certificate of completion is maintained  
by RSA Conference. 
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 THE DIFFERENCE BETWEEN A NOC AND A SOC

Network Operations Center (NOC)
The NOC is responsible for monitoring and 
maintaining the overall network infrastructure.  
Its primary function is to ensure uninterrupted 
network service.

Security Operations Center (SOC)
The SOC is responsible for protecting networks, as 
well as web sites, applications, databases, servers 
and data centers, and other technologies.

RSA and Cisco sponsored the RSAC SOC. The NOC is provided by the Moscone Center.
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  TECHNOLOGY USED IN THE RSAC SOC

The RSAC SOC team deployed RSA NetWitness® Network, RSA NetWitness® Orchestrator, Cisco Threat 
Grid and Cisco Umbrella™.

RSA NetWitness Network collects all the raw network traffic from the SPAN from the Moscone Center 
network, adds metadata and visually prioritizes threats occurring in real time. It inspects every network 
packet session for threat indicators at time of collection and enriches this data with threat intelligence and 
business context. 

For suspicious files that might be malicious, RSA NetWitness Network checks a community AV lookup, some 
static analysis and its own network intelligence. RSA NetWitness Orchestrator then sends the files to Cisco 
Threat Grid for dynamic malware analysis.

Threat Grid combines advanced sandboxing with threat intelligence in one unified solution to protect 
organizations from malware. It analyzes the behavior of a file against millions of samples and billions of 
malware artifacts. With Threat Grid, the RSAC SOC team had a global and historical view of the malware, its 
activity and how large a threat it posed to the RSAC network.

Threat Grid identifies key behavioral indicators of malware and their associated campaigns, which enabled 
the RSAC SOC team to save time by quickly prioritizing attacks with the biggest potential impact. The built-
in Glovebox user interaction tool makes it possible to safely interact with samples and observe malware 
behavior directly. 

Cisco Umbrella provides visibility into roaming DNS activity, and the RSAC SOC team used it with roaming 
Cisco Umbrella customers. We also used Cisco Threat Response, which integrates threat intelligence from 
the Cisco Talos intelligence team and other sources.

Below shows a visual representation of the technology used at the RSAC SOC.
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  THE DATA

The RSAC SOC started analyzing all wireless traffic on Monday, March 4, 2019, and collected traffic through 
Thursday, March 7, 2019, at 4 p.m. There were 70,440,988 sessions during this period. 

Historically speaking, at events in the United States and the United Kingdom, the average percentage of 
encrypted vs. unencrypted traffic has varied from 60-70 percent encrypted and 30-40 percent unencrypted. 
For RSAC 2019, the SOC saw an increase of encrypted traffic, which is a positive trend. 55,029,102 of the 
70,440,998 sessions were encrypted, representing an increase to roughly 78 percent of all traffic being 
encrypted.

Encrypted vs. Unencrypted
Encryption of traffic is relevant because of the amount of information that RSAC attendees leak. The 
unencrypted traffic presents a number of threats to both individuals and organizations. It does not take RSA 
NetWitness Network or Cisco Threat Grid to view unencrypted traffic. Any attendee, with the help of a quick 
internet search, can collect a subset of this data on a personal device. RSA NetWitness Network and Cisco 
Threat Grid allow the RSAC SOC to collect all the data and easily analyze the top threat categories, as well as 
understand if any of those threats are seen by other attendees. Think of this as north-south and east-west. 
Encrypting traffic does not necessarily make one more secure, but it does stop individuals from giving away 
their credentials and organizations from giving away corporate asset information in the clear. 

The role of the RSAC SOC around this issue is to help educate RSAC attendees about the information that is 
readily available on a public wireless network. In the past, we have spoken to many people on SOC tours about 
their mobile applications. We have seen mobile applications such as dating and home security video camera 
applications streaming data in the clear. Authentication to the apps was secure, but once authenticated, the 
data went back to an insecure transport—and we could see it all. Fortunately, many of these applications have 
been secured and are now using secure protocols post-authentication to secure viewing.

Cleartext Usernames and Passwords
Cleartext usernames and passwords continue to pose a problem. We could tell you exactly how many we 
saw at RSAC 2019, but nobody on the RSAC SOC team wanted to figure out the number because it was so 
large. What we can tell you is that there were more than 100,000. There is a lot to discuss when throwing 
out a number this large for a four-day conference of security professionals on a public wireless network, so 
let’s dig in.

Cleartext Usernames and Passwords: SNMP
Almost 80 percent of the more than 100,000 cleartext usernames and passwords came from corporate 
devices using older Simple Network Management Protocol (SNMP) versions 1 and 2. This is not necessarily 
a high-fidelity threat; however, it does leak information about the device as well as the organization it’s 
trying to communicate with. SNMPv3 adds security to the protocol, so this is something organizations can 
implement to avoid prying eyes.
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Cleartext Usernames and Passwords: POP3/IMAP2/HTTP
Removing SNMP from the cleartext username and password totals, we start to focus on attendees’ security 
posture.

The above image is made up of actual passwords that were seen on the wireless network at RSAC. (With 
the goal to educate, why not make this a visual tool in the form of the wireless icon?) Security conferences 
typically have many vendors displaying their wares on the expo floor. RSAC is no exception, and some 
of these cleartext usernames and passwords appeared to be from demo environments. Looking at other 
protocols, the majority of the cleartext usernames and passwords came from older protocols such as POP3, 
IMAP2 and FTP. The use of POP3, IMAP2 and HTTP could provide an interesting conversation about who, 
what, where and why. The RSAC SOC team has already determined that this is a project worth exploring at 
future conferences. For now, we will provide the following breakdown.

Cleartext Usernames and Passwords: All Devices are Not the Same
In today’s world almost everyone has multiple devices. It doesn’t matter if you’re loyal to one ecosystem 
with multiple devices or have many different flavors. And all devices are not the same. The RSAC SOC team 
has little ability to remediate what we feel is a device-related security incident. There have been times when 
we have been able to see certain information in the packets and to know the company name and whether 
they have a booth on the expo floor. In these cases, we have gone to vendor booths and asked to talk to 
someone about the information that we saw, then escorted them back to the SOC to show them what 
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we found. A couple of times we’ve been lucky to be able to track down a user because someone we know 
knows that person. In one incident, the RSAC SOC team felt confidential information was being sent in 
cleartext. We were able to track down the person, identify ourselves, explain why we were there and ask 
for their device. (The answer in such circumstances is typically “no” until we tell them their username and 
password.) In this case, the user complied, and it turned out their mobile device was configured securely. We 
asked if they had used other devices and they indicated a laptop. The user accessed the same email account 
on both devices, but the laptop was not configured to use a secure protocol. A win for the RSAC SOC team, 
resulting in a happy attendee. 

Cleartext Usernames and Passwords: Password Security, Protocol Insecurity
Further investigation into the POP3, IMAP2 and HTTP protocols raised some interesting questions about 
users and their lack of understanding about password strength vs. protocol. During the many RSAC SOC 
tours when the cleartext username and password subject was presented, several people came up and asked 
questions about major online email providers. Most major online email providers use Secure Socket Layer 
(SSL) security, and these providers, for the most part, are not in cleartext. So, what’s the issue?

The image above is very interesting and explains the dilemma quite easily. This was written by an RSAC SOC 
team member to pull data from RSA NetWitness Network. The columns indicate the obfuscated username, 
password strength, estimated time to crack the password and the protocol used. Does anything stand out?

We have discussed the insecure protocols POP3, IMAP2 and HTTP, but let’s look at the password strength 
column. There are those that use weak passwords—even very weak, with cracking times in seconds or 
minutes. Remember, some of these could be demo machines, but not all of them. The interesting item to 
look at is the series of big red rectangles. These are very strong, complex passwords. Uppercase, lowercase, 
alphanumeric, special characters, with password cracking times of…centuries. Clearly, there are attendees 
who are thinking about security and are creating very strong passwords, yet they’re using a protocol that’s 
insecure. The moral of the story is, you have to understand your device and its protocols, and use strong 
passwords—because as strong as some of these were, they were in cleartext.
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Cleartext Usernames and Passwords: Email Forwarding?

A new trend that the RSAC SOC team discovered is an interesting one. When you communicate via email, 
you can secure the transport—and that is all. Once it’s sent, you never know. If you were to send an email, 
and perhaps it had sensitive information, to one of the above attendees and they replied, the entire email 
chain would be in cleartext. Just because you may be secure doesn’t mean the recipient treats security in 
the same way. Another issue trending might qualify as corporate policy avoidance. The RSAC SOC team 
investigates a lot of cleartext username and password email traffic. Of note is the amount of email that was 
cc’d or forwarded to the sender’s personal email address. Convenient, sure, but if your personal security 
profile is weaker than your corporate policy, you risk exposing all the data.

Cleartext Data: Sales Teams at RSAC
RSAC 2019 was a great conference. It was also a very large conference with a lot of security vendors in 
attendance. Much of the cleartext username and password traffic came from sales people: meeting invites, 
contacts, even sales forecasts with next steps, POC starts and projected closing dates. 

Above is a hard-working salesperson with their top five prospects from RSAC! Great job! Next time, use a VPN.
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And an even better sales person, who received the purchase order! Congratulations! Next time, use a VPN.

Remember the earlier example of dating and home security video apps streaming data in the clear? Here’s an 
example involving a post-authentication cleartext sales communication.

We think this was a case of the trusted third-party vendor that was never vetted correctly. The image above 
is a proposal for cybersecurity services for a local government entity. This proposal contained sensitive 
information regarding contacts, services offered and pricing. Further investigation determined that the 
organization above utilized a third-party proposal company. The authentication to the proposal portal was 
secure, but post-authentication saw the proposal in the wild.
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Get to Know Your Security Admins
Once again, we saw some disturbing traffic from enterprise security manufacturers. The reality is that it has 
nothing to do with the security products deployed, but with how they are configured. The RSAC SOC team 
tracked several organizations that deployed enterprise security products incorrectly. What does this mean? 
They were phoning home in cleartext. Information about the asset, configuration, applications, naming 
conventions, IP addresses and ranges, SIEM locations, logs…. all sending out information in cleartext. This 
is why you must always ensure that your applications are configured correctly. The amount of information 
leakage being given away makes reconnaissance easy.
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  MALWARE ANALYSIS 

The RSAC SOC team focused on submitting the following file types, with the distribution of the nearly 2,300 
files in parentheses:

Know Your Source
On the first full day of the conference, a .DLL file was downloaded and sent to Threat Grid for dynamic 
malware analysis. The file had the name  BfVideoCompressor.dll. In fact, it contained the Ramnit Trojan, a 
worm that spreads to removable drives and steals sensitive information such as saved banking and FTP 
credentials and browser cookies. Ramnit evolved into a banking trojan capable of injecting victims’ web 
browsers to conduct and conceal fraudulent wire transfers.

.EXE (73%)

.DLL (14%)

.PDF (7%)

.RTF (2%)Other (4%)
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Investigation by the RSAC SOC team determined the host was downloads5[.]update[.]boageng[.]com in 
China and the .DLL came as a part of a 50+ download package.

Everything an Attacker Needs for Spear Phishing Lures
A major data privacy concern during RSAC arose from attachments in unencrypted email traffic or 
downloads/uploads without https. These files were visible as they came in from RSA NetWitness Network, 
with the thumbnails of the Threat Grid Glovebox (which provides direct access to the virtual machine to 
interact with the file during the analysis) and the resulting analysis report.

We saw dozens of invoices, billing statements and confidential business proposals. Each could be used by an 
attacker sniffing the public network to craft a custom spear phishing lure. They had legitimate business and 
financial information such as the email addresses of the sender/receiver, account information, billing address 
and the types of products/services the email recipient expected to receive. In one case, several financial 
documents were uploaded to a site in Korea. 
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The image below is from live interaction with the file in the Threat Grid Glovebox user interaction tool. 

The image below is a video recording of the automated interaction with the sample in Threat Grid. 
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Denial-of-Service Attack…Again 
On the second full day of the conference, during the last public tour of the afternoon, an attendee thought 
it would be funny and cool to download hundreds of real malware samples through the conference network 
and see what would happen in the SOC. This was the second year he took this action. He announced his 
actions during the SOC public tour, and the SOC analysts looked over their shoulders and saw the Threat 
Grid Glovebox thumbnails firing off one after another on the screen.

The system handled the mass download, and Threat Grid detonated each one for threat analysis. The SOC 
management team met to discuss the incident and made the determination that although the mass upload 
did not impact the security systems, it was essentially a “denial-of-service attack” on the time and attention 
of the SOC analysts. The Cisco team provided the confirmation to the RSA team, which traced the IP address 
and MAC address of the user, for reporting to the Moscone Center NOC should it become necessary.

Certain types of malware require user activity to launch, such as clicking a confirmation box in the UI. To 
emulate a user automatically during sample analysis, Threat Grid provides user emulation through playbooks, 
which are pre-defined steps that simulate user activity. A system with a user present appears vastly different 
from an automated analysis system (i.e., a sandbox). For example, an automated system may execute a 
submitted sample, but never change windows or move the mouse. On the other hand, a system with a real 
user present will have mouse movement and window changes as the user proceeds with a task or attempts 
to determine why the file they just opened did nothing.

Malware has exploited these basic differences for years. However, Threat Grid has seen a marked increase 
over the past year in sample submissions that require a series of user actions for the delivery mechanism 
to succeed. Specifically, the malware check for evidence of a real user system vs. an automated system 
has moved from the payload to the delivery mechanism. Malware authors have taken a step back and are 
attempting to ensure that the first stage of their malware is delivered properly.
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For example, document submissions, which often contain embedded payloads as simple as a script file, 
require the user to open the document, double-click the embedded file and click buttons in subsequent 
dialog boxes. Automated analysis tends to have trouble with this type of file, as it lacks a user capable of 
performing these actions. Threat Grid has always allowed users to interact with samples during analysis 
through its Glovebox tool. However, this originally required the user to submit the sample manually, and then 
to perform those actions during analysis. This presented two problems:

• First, the user had to have some prior knowledge of what the sample required in terms of activity or file 
interaction, and then had to perform that action.

• Second, the user had to wait until the analysis would allow them to manually interact with the sample.

Both problems could prevent a number of samples from executing to their full potential, and the 
requirements did not scale. The Threat Grid team developed user emulation playbooks to automate the 
common user behaviors that malware expects in order to execute. Playbooks automatically simulate user 
activity during sample analysis, which allows Threat Grid to behave as if a user were present and operating 
the keyboard and mouse during analysis.

Some of the more common examples of user behavior expected by malware include:

• Mouse movements

• Clicking mouse buttons

• Entering data (keystrokes)

• Window changes

• Opening a browser

Threat Grid user emulation playbooks perform these common user functions. Playbooks are available from 
a dropdown menu in the portal UI sample submission dialog and through the API submissions, such as with 
RSA NetWitness Network. The RSAC SOC team submitted files to Threat Grid with the default playbook of 
Random Cursor Movements.
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Threat Grid dynamic malware analysis is powered by over 1,300 behavior indicators, which malware analysts, 
reverse engineers and incident responders created based on their knowledge, experience and observations. 

Potential Code Injection Detected into memory was the most observed behavior, followed by a new 
behavioral indicator that combines machine learning from the analysis of the common characteristics of 
millions of known malware samples, with the presence of artifacts previously known to be associated with 
malware. It is easy to create a new hash value for a malware sample. It is a lot more work to redesign how it 
operates and its dependencies on other files or its core functionality. Below are the top malicious behaviors 
observed at RSAC 2019.

 

Some of the mass downloaded malicious samples were particularly nasty—for example, a variant of the Ausiv 
malware that is “sandbox aware.”

Ausiv is a type of trojan that is usually downloaded from the Internet and installed by unsuspecting users. 
This trojan may modify system settings and attempt to gain ”root” access as well as attempt to download and 
install other malicious files. This trojan variant also includes sandbox evasion logic.
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Because Threat Grid has no presence in the virtual machine (outside looking in), it has gone to great lengths 
to remove VM artifacts with the automated playbooks of simulated user activity. The sample executed, and 
all the malicious behaviors were observed and included in the report, in under 10 minutes.

Artifact with Virtual Environment Enumeration Detected 
Malware will often attempt to identify that it is running within a virtual environment in order to inhibit 
analysis attempts by researchers and avoid sandboxing technologies. An artifact has been detected which 
contains multiple indications of possible virtual environment enumeration.

Static Analysis Flagged Artifact as Sandbox Aware
A static analysis rule identified an artifact containing known sandbox detection techniques. Malware may use 
these to evade execution within a sandbox environment.

Static Analysis Flagged Artifact as VM Aware
A static analysis rule identified an artifact containing known VM detection techniques. This is not necessarily 
malicious. Legitimate programs will sometimes check for the presence of a VM to protect their software from 
reverse engineering. Malware may use these to evade execution within a sandbox environment.
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With all samples, we were able to pivot to Cisco Threat Response for a global intelligence viewpoint.

Having a global understanding of a threat allows the SOC to assess if it is a unique or modified sample, or a 
common threat. 



RSA Conference 2019 Security Operations Center Findings Report 20

A Phishing Expedition
Buried in the hundreds of malicious executables were a few .PDFs that were connected to a known phishing 
domain.

Playing back the video, we could see they were seemingly innocuous documents from the perspective of a user. 
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However, buried within was a known malicious domain.

Pivoting to Cisco Umbrella Investigate, we could get a better understanding of the global requests and the 
architecture of the attacker.
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We could also understand the global distribution of the DNS requests and view other known samples that 
communicated with the blocked domain.
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  CISCO UMBRELLA

DNS visibility was limited this year at the Moscone Center because of the timing of a DNS change request. 
We hope to have full DNS visibility at RSAC 2020. This year, the RSAC SOC team was able to monitor Cisco 
customers who were protected while roaming at the conference.

The default security settings for Umbrella are to block malware, command-and-control callback, and phishing 
attacks. All blocking was turned off for the Conference network.

Here are the top categories for RSAC 2019 web traffic.
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Let’s Get Social
Because inquiring minds want to know, here is a list of top social media apps used at RSAC.
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  CONCLUSION

Those who have served in the military know there is a difference between concealment and cover. This 
analogy relates to cleartext vs. encryption. We can all make greater strides in becoming more secure, but we 
need to learn to stop giving away valuable information that can only hurt us. There’s a reason breaches are 
on the rise. We have valuable information and—based on analysis of this free public wireless network—we 
are giving away way too much of that information.

From a metrics perspective, regarding those who chose to conceal their information via VPN, below are the 
top three anonymizers at RSAC 2019.

This year did have encouraging metrics in that encrypted traffic increased. We’re looking forward to 
monitoring traffic at next year’s RSAC and reporting the results to you. The RSAC SOC team is always 
looking for ways to educate and assist attendees, and we’re actively looking at ways to notify attendees of 
insecure protocols, cleartext usernames and passwords, malware and cryptomining. See you in 2020!
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