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The global health crisis is creating new tests for 

cybersecurity, with organizations facing a barrage of 

challenges to their ability to protect against cyber threats. 

Bad actors have emerged in force to exploit the crisis with 

both new schemes and innovative twists on familiar tactics. 

Organizations are tackling the challenges on three key 

fronts by:

•  Managing escalating risks from the remote workforce

• Increasing visibility into an expanded threat surface

•  Addressing disruptions in threat detection and  

response capabilities

Facing a barrage of challenges 
to cybersecurity, organizations 
can fight back on three fronts. 



3ADAPTING CYBERSECURITY FOR THE NEW NORMAL: 3 WAYS TO ADJUST, CONTINUE OPERATIONS AND STAY SECURE |

After the rush to deploy capabities for remote work to sustain business operations at the 
beginning the crisis, your next move should be to recognize new points of vulnerability that 
were introduced and identify ways to manage the risk. 

Take a close look at endpoints and your ability to detect and respond to 
threats on those endpoints. 

Ensure you can easily manage user rights and access privileges, because the 
workforce will continue to evolve as the economic and return-to-work  
situations evolve.

Revisit anti-phishing tools and training to cultivate workforce awareness of 
the increasing phishing threats that exploit the current situation. 

SIGNS OF SCAMMING: WHAT TO WATCH FOR 
The more your remote workforce knows about pandemic-fueled phishing and other  
schemes, the less likely they are to fall for them. Learn more about the eight scams  
RSA has identified in the crisis. 

1 
MANAGE  
REMOTE 
WORKFORCE 
RISK

https://www.rsa.com/en-us/solutions/manage-dynamic-workforce-risk
https://www.rsa.com/en-us/blog/2020-03/pandemic-fuels-cybercrime-8-scams-to-watch-for
https://www.rsa.com/en-us/blog/2020-03/pandemic-fuels-cybercrime-8-scams-to-watch-for
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The threat surface is growing as cloud and SaaS-based resource deployments have accelerated to 
rapidly enable large-scale remote work. Increased visibility is key to securing against cyber threats.

Use data from logs and other sources to gain visibility into unsanctioned 
applications; once identified, find alternatives or use SSO, MFA and other 
resources to bring them under control.

Review cloud usage policies and take a least-privilege approach to cloud 
access, given the increased risk with so many working remotely. 

Reduce the risk of cloud misconfiguration by setting a configuration baseline 
for critical cloud assets. 

The threat surface is growing as cloud resources  
are deployed to support large-scale remote work.

2
PROTECT THE 
EXPANDING 
THREAT 
SURFACE

https://www.rsa.com/en-us/products/rsa-securid-suite
https://www.rsa.com/en-us/products/rsa-securid-suite
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Since a return to “normal” may not be possible, all parts of the organization will need to determine 
how they adapt to the next normal. Security teams can adapt by focusing on how they approach 
detection and response in the expanded environment where there may be less control. 

Add automation security and AI capabilities to help the SOC team identify new 
threats and prioritize responses.

Reassess existing cyber incident and breach response readiness plans to account 
for the new normal. 

Use fraud detection and takedown services to fight cybercriminals’ attempts to 
defraud organizations and cash in on the crisis.

Consider engaging experts who can help prepare you  
to successfully fight cyber threats, even if—especially if— 
the task is more challenging than ever.

3
FOCUS ON  
THREAT 
DETECTION  
& RESPONSE

https://www.rsa.com/en-us/services/rsa-incident-response-practice
https://www.rsa.com/en-us/products/fraud-prevention/phishing-protection
https://www.rsa.com/content/dam/en/data-sheet/rsa-archer-cyber-incident-breach-response.pdf
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HOW RSA CAN HELP
How RSA can help organizations adapt, continue operations and stay secure

USE CASE CONTEXT CHALLENGES & RISKS RSA SOLUTIONS

Shadow IT At-home workers turn to cloud-based 
services to improve collaboration and 
effectiveness.

Unknown and unsanctioned applications expand the attack 
surface and create a number of risks. 

RSA NetWitness® Platform

RSA® Identity Governance and Lifecycle

Remote 
workforce  
BYOD  
usage

People may use personal systems for 
work when they’re working at home. 

Home systems often have unpatched vulnerabilities and 
may be shared with others at home, increasing cyber risk.

RSA NetWitness Platform

Operational  
disruption

SecOps and fraud teams face greater 
pressure to perform, but may have 
limited resources to do it. 

Disrupted SOC and fraud teams can impact the ability to 
deliver a cross-functional response.

RSA NetWitness Platform 

RSA Archer® Suite 

RSA Fraud & Risk Intelligence Suite

Phishing  
attacks

As phishing attacks spike, new 
technology and processes may make 
remote workers even more vulnerable 
to them. 

Bad actors are using misinformation to draw people to fake 
websites to commit fraud and spread malware, and they are 
spoofing IT or HR help desks to steal sensitive information.

RSA FraudAction™ Services

RSA SecurID® Access

RSA NetWitness Platform

Rapid tech  
adoption 

Organizations are accelerating their 
reliance on cloud computing.

Cloud risk may increase due to misconfigurations, excessive 
permissions and default security controls and credentials.

RSA Archer Suite

Different 
user  
behavior

Remote workers struggle to 
accommodate home daycare, home 
schooling and others’ schedules.

During this time of transition, it’s likely that users’ behavior 
has significantly changed, reflected in new and different 
user login and transaction patterns. 

RSA Archer Suite

RSA NetWitness Platform

RSA Adaptive Authentication

https://www.rsa.com/en-us/products/threat-detection-response
https://www.rsa.com/en-us/products/threat-detection-response
https://www.rsa.com/en-us/products/threat-detection-response
https://www.rsa.com/en-us/products/fraud-prevention
https://www.rsa.com/en-us/products/threat-detection-response
https://www.rsa.com/en-us/products/threat-detection-response
https://www.rsa.com/en-us/products/integrated-risk-management
https://www.rsa.com/en-us/products/integrated-risk-management
https://www.rsa.com/en-us/products/integrated-risk-management
https://www.rsa.com/en-us/products/fraud-prevention
https://www.rsa.com/en-us/products/fraud-prevention
https://www.rsa.com/en-us/products/rsa-securid-suite
https://www.rsa.com/en-us/products/rsa-securid-suite/rsa-identity-governance-and-lifecycle
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While other vendors focus on disaster recovery, RSA approaches resiliency 

for the digital age more strategically by integrating it with your organization’s 

integrated risk management program and by addressing a range of use cases 

geared toward digital business, with a strong focus on cybersecurity. The 

RSA solution for business resiliency is designed to help your organization 

unify disparate teams, understand business impact and coordinate activities 

to build resiliency. 

Want to dive deeper into the ways your organization can  

adapt, continue operations and stay secure in the new  

normal? Read the white paper.

TAKE THE NEXT STEP

https://www.rsa.com/en-us/offers/how-security-and-fraud-teams-adapt-to-the-new-normal
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DIGITAL RISK IS EVERYONE’S BUSINESS  
HELPING YOU MANAGE IT IS OURS 
RSA offers business-driven security solutions that provide organizations with a unified 
approach to managing digital risk that hinges on integrated visibility, automated insights and 
coordinated actions. RSA solutions are designed to effectively detect and respond to advanced 
attacks; manage user access control; and reduce business risk, fraud and cybercrime. RSA 
protects millions of users around the world and helps more than 90 percent of the Fortune 
500 companies thrive and continuously adapt to transformational change. 

Find out how to thrive in a dynamic, high-risk digital world at rsa.com

http://rsa.com

