
Today’s threats to our networks, applications, and data are not at all like those of the past. 
The attackers are getting smarter, the attacks are stealthier than before, and the sheer 
size and complexity of today’s computing environments make the discovery of attacks, 
as well as the response efforts, much more complicated. Security teams have relied on 
log management, event monitoring and correlation tools (usually SIEM platforms) to help 
aggregate security and other data, correlate events, and monitor activity within their 
environments. Now, however, security event monitoring and correlation tools are being 
taxed far more because many organizations are generating and storing much more data. 
In turn, more data is involved in security event management and monitoring.

Many organizations feel they still can’t understand and baseline normal behavior in 
their IT environments, and the majority of organizations have insufficient people and 
dedicated resources—preventing progress in security operations. Security teams also 
can’t find people with the right skill sets to manage SIEM and analytics tools, because 
these are notoriously complex. Another critical challenge is the way the previous 
generation of signature-based detection tools are failing us more often. Many attacks 
don’t leverage malware at all—attackers are using memory-resident techniques, 
compromised credentials, and built-in system tools such as PowerShell to avoid 
detection by many of the traditional endpoint security platforms. Many endpoint tools 
also consume significant system resources. 
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The next generation of security event management and monitoring tools is focused on 
analytics and large datasets. They are based on the idea that by incorporating more 
data into our analysis, we will be able to perform more predictive analysis for baseline 
development as well as correlate more diverse information that could potentially help 
discover needles in the proverbial haystack. 

The SANS Analyst team recently reviewed RSA NetWitness® platform, one such security 
analytics tool, focusing specifically on:

•  Scalability and performance across massive and distributed datasets

•  Ease of use

•  Rapid searching, analysis, and incident correlation

•  Automated response tools

The RSA NetWitness platform includes many advanced features that are focused on 
reducing detection and response time for security operations and investigations, and 
processing large quantities of data from numerous sources in real time. One of the 
primary goals of the platform is to help overcome today’s security skills gap resulting 
from a major lack of experts and not enough time to train tier 1 analysts on the job. By 
emphasizing ease of use, built-in intelligence and search tools, rapid event triage, and 
highly capable hunting methods, NetWitness is a capable intelligence-driven system that 
many security operations center (SOC) teams could leverage immediately to prevent or 
analyze attacks more quickly.

NetWitness Key Aspects: SIEM + NDR + EDR (XDR)

As a security analytics platform, one of the more powerful features of NetWitness is deep 
visibility into many types of events and data within an environment. Today, however, it’s 
not enough to focus only on network data such as flow information and packet capture or 
endpoint events—we need all of it. In recent years, a newer model of detection and response 
has emerged, called extended detection and response (XDR), that combines network 
detection and response (NDR), endpoint detection and response (EDR), and SIEM. The goal 
of XDR platforms is to extend NDR and EDR to incorporate deep correlation and analytics 
to create an analysis capability more holistic than one of these technologies alone.  
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Figure 1. Challenges of Sifting 
Through Security Data and 
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signature-based detection tools
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Mismatched skill sets



With this approach, SOC analysts, incident responders, and investigators can all gain 
access to a variety of insights that save time and facilitate more rapid response. Any 
primary detection and investigation platform used by an enterprise SOC needs to offer a 
wide range of investigative tools and forensics artifacts, including network traffic, endpoint 
processes, files, and events, and the capability to detect behaviors in the environment 
that can be mapped to specific incidents or alerts of note. Because user accounts are 
often involved in attack scenarios (whether through insider threats, end user account 
compromise, or other attacks), analysts will need a strong user and entity behavior 
analytics (UEBA) capability—one that ties user behavior monitoring into the other types of 
event and system analyses being performed. Aside from simply monitoring and detecting 
threats, security operations and investigations teams are looking for remediation 
capabilities that can be implemented quickly. These capabilities may include but aren’t 
limited to blocking network addresses, flagging assets for follow-up, and quarantining 
endpoint systems.

Together, these capabilities combine to form the basis for today’s XDR model–deep 
introspection into both network traffic and system behavior, user account behavior 
monitoring, and capable correlation and analytics with strong visualization and 
investigative tools.

SANS Review Environment
Our review environment was set up with real exploits and malware in a testbed 
operated by NetWitness, which allowed us to fully analyze numerous examples of 
the product in action. 

Our first order of business 
was to evaluate the product’s 
ease of use. Our priority 
was to explore the interface 
because many SOC teams are 
overburdened with events 
and investigations—analysts 
of all types need to rapidly 
detect signs of potential 
malicious activity and 
respond as soon as possible. 
We started by logging into the 
platform and viewing the new 
“Springboard” dashboard 
that allows analysts to create 
customized listings of specific 
areas of interest. In Figure 2, 
one set of panels is displayed, including Top Incidents, Top Alerts, Top Risky Hosts, 
and Top Risky Files noted in the environment.
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Extended detection and response 
(XDR) combines network 
detection and response (NDR), 
endpoint detection and response 
(EDR), and SIEM. The goal of 
XDR platforms is to extend NDR 
and EDR to incorporate deep 
correlation and analytics to 
create an analysis capability 
more holistic than one of these 
technologies alone.  

Figure 2. The RSA NetWitness 
Platform Springboard
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Other panels (not shown) include Top Risky Users and Top MITRE Techniques also seen 
in the environment. Analysts can easily customize the panels shown by adding data 
points and priority/risk information in the categories of Alerts, Incidents, Events, Files, 
Users, and Hosts. Creating a new panel took less than a minute, and custom filters can be 
added as well to get detailed and granular results displayed. All of the data displayed in 
the Springboard is interactive, allowing analysts to jump quickly to relevant modules in 
NetWitness to dive deeper into activity and events for investigation. 

We also explored some of the other important dashboards in the product. Quite a few 
categorical dashboards are ready to go immediately, including:

•   Identity. Shows top cleartext passwords and authentication, logon success and 
failure, email senders, and top users seen in log events. 

•   Investigations. Shows investigation context and categories. 

•   Operations – File Analysis. Shows numerous types of files detected and analyzed 
(PDF, Windows executables, Java, and more).

•   Operations – Logs. Shows top log events and log classes, log event type trends, and 
log destination ports. 

•   Operations – Network. Shows top source and destination addresses, ports, and 
locations, as well as services noted. 

•   Operations – Protocol Analysis. Highlights unusual DNS, HTTP, and SSL protocol 
behaviors and traffic noted.

•   Threat Hunting. Shows indicators of compromise (IoCs) seen in the environments, 
as well as behaviors and enablers of potential compromise activity. File, service, and 
activity analysis charts are also displayed. 

Threat-Intrusion and Threat-Malware Indicator dashboards were also available with a 
variety of interesting and potentially suspicious data points presented. 

An example of the threat-hunting dashboard is shown in Figure 3.
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Figure 3. Threat-Hunting Dashboard
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On this threat-hunting 
dashboard, we explored 
some of the detected events 
and indicators. By clicking 
on the section of the File 
Analysis display that showed 
files detected in a temporary 
directory, we were given the 
option to investigate these 
or suppress the displayed 
findings for various periods 
of time (see Figure 4).

Clicking Investigate 
brought us to a separate 
Investigations panel that displayed a variety of different query and analysis tools and 
options, with what RSA calls “meta keys” of categorized data and easy-to-search values 
to aid analysts in easily finding information. By choosing to investigate files in temporary 
directories noted in the past 24 hours, we found 14 unique entries, with meta keys that 
broke down file extensions, filenames, specific /tmp directories, and file attributes and 
information, as shown in Figure 5.
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Figure 4. Dashboard Investigation 
Initiation

Figure 5. Investigation Pane for 
Interesting Files
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We also explored the Logs dashboard, shown in Figure 6.

To set up another simple investigation workflow, we highlighted the log destination ports 
and chose to investigate the logs with a destination port of 10001. In this investigation, we 
drilled into specific meta group data for logs (see Figure 7).

Detect and Track Security Attacks with NetWitness by RSA

Figure 6. The Operations – Logs 
Dashboard

Figure 7. Selecting Different Meta 
Key Values for Log Data
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With this change in view, we viewed detailed log attributes such as device IP and device 
type, processes that generated the logs, and much more. The concept of meta keys 
provides incredible flexibility for analysts to define the specific categories and types 
of events they want to search for across the environment using the data observed and 
collected, with values listed in each category, along with the count for the number of 
observed occurrences of that value. Navigating the Investigation tab, with the ability to 
look across different time ranges and explore raw log data through the detailed query 
profile options available, was easy. See Figure 8 for details.

Some of the entries showed “Network” data indicated as not belonging to a 
logging service, and clicking these entries actually revealed raw packet data, 
as shown in Figure 9.

These packet details can 
also be “reconstructed” by 
the platform into numerous 
visualization formats such as 
text, ASCII, hex, email data, 
and general metadata (the 
example shown is a DNS 
query response from the DNS 
server at IP address 8.8.8.8).

This kind of event data and 
reconstruction capability 
highlights NetWitness’ 
capabilities as a robust XDR 
platform that can meld log and network data into a single analysis engine 
that analysts can leverage quickly and seamlessly.

Figure 8. Raw Log Data Within 
NetWitness

Figure 9. Raw Packet Data 
Captured by NetWitness
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We also explored the updated NetWitness network endpoint analysis engine that can 
collect and aggregate highly detailed event and behavior details such as PowerShell 
execution, filenames noted in events (including svchost.exe, rundll32.exe,  
lsass.exe, and many more), and network traffic patterns and attributes. We clicked into 
a suggested indicator of compromise called “possible mimikatz activity.” From there, we 
drilled into process-creation activities and looked into details about the specific events 
(we’ll see more of this later in different modules).

Overall, we were impressed with how easy it was to navigate within the main dashboards 
and kick off more in-depth investigation steps, allowing analysts of widely varying skill 
levels to quickly hone in on the most important and interesting events and behaviors 
occurring in the environment.

Response Modules: NetWitness Incident Management
Another of the most important features we tested with NetWitness was the Response 
module. We visited the Respond tab in the product to see a breakdown of NetWitness-
correlated events that highlighted the most urgent activity to investigate in the 
environment, which accounts for all event data collected and analyzed, bringing the XDR 
functionality to bear in a streamlined interface. As shown in Figure 10, the dashboard lists 
all current incidents detected with risk rankings and alert counts.
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Figure 10. The Main Response 
Incidents Dashboard
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We chose to investigate an apparent DNS exfiltration incident with a risk score of 90 
(Critical). We were immediately presented with a succinct grouping of suspicious events 
that NetWitness had observed, which led to the aggregated incident creation in the first 
place (numerous events with hosts querying DNS in unusual volume or patterns), as well 
as a dynamic visualization of the events that allowed us to rapidly see which hosts were 
communicating (see Figure 11).
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Figure 11. Response Visualization 
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We also explored the UEBA detection module in the product. By clicking into the Users 
tab shown in Figure 12, we viewed the top risky behaviors observed for user activity in 
the environment.

All of the UEBA activity also gets aggregated and assessed to flow into the Respond 
module, so this is simply a separate, more concise view of just this type of activity in case 
analysts want to focus on users and user activity. 

We also delved into the Hosts category, a separate section of the RSA NetWitness platform. 
Like the UEBA module, this category of alerts and events provides more EDR functionality 
through agent deployments and highlights hosts that are interesting. We clicked on a host 
with a high-risk score and had immediate access to a wealth of data about this system. 
See Figure 13, showing details of the “possible mimikatz activity” noted earlier.

In the Hosts section of the platform, we had access to a wide range of forensic artifacts, 
such as processes running, AutoRun programs and settings, files of interest, drivers and 
libraries loaded, and recent downloads. Additional “System Info” provides details of host 
file entries, network shares mounted to the system, security products installed, Windows 
patches installed, and security configuration settings, as well. One of the most illuminating 
categories of data was the Anomalies section, which provides insights into activities such 
as image and kernel hooks, suspicious threads, and more evidence of malware activity 
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Figure 12. Unusual User Activity in 
NetWitness

Figure 13. Suspicious Host  
Event Details
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and advanced attacker behavior. By selecting any alarm details related to processes 
and detected activity, we also saw file hashes and other indicators, and could drill into 
memory activity, shown in Figure 14, with suspicious execution of a Windows command 
shell that spawns PowerShell and several other executables.

The Files module allowed us to dig into all files detected on protected and monitored 
endpoints in the environment. We discovered we could actually use NetWitness to find 
and control access to detected files across all systems in the environment, a function that 
can easily aid analysts in performing malware queries and searches across systems to 
block malicious activity very rapidly (even in large environments). A list of detected files 
and risk scores is shown in Figure 15.

The final category of module we explored was Reports. As any security operations team 
knows, a wide variety of reports from SIEM and related solutions are necessary, ranging 
from low-level tactical details for the SOC teams and other technical stakeholders, to 
more high-level synopses and takeaways/trends for executives and leadership who will 
use this information to make decisions. We were impressed with the variety of reports 
available out of the box in the platform, with reports already configured for threat hunting, 
incident reporting, cloud-specific use cases in leading cloud provider environments, 
network activity, and many more. Figure 16 (on the next page) shows a custom report on 
Admin Activity that includes system events and top firewall actions, along with the dates 
when the data became available.
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Figure 14. Memory Analysis of 
Process and Command Execution

Figure 15. File Detection  
and Risk Scoring



All reports can be exported and are also interactive. Analysts can directly click any items 
in the reports to be taken to the NetWitness Investigate pane. Role-based access control 
(RBAC) is also well-defined in NetWitness, which allows analysts to grant reporting access 
to any stakeholders who need it. 

Investigation Use Cases
To fully explore the capabilities of NetWitness, we chose to walk through several scenarios 
within the platform that mimic real-world use cases that analysts would likely encounter 
on any given day. 

Phishing Compromise

The first example we chose to explore was a suspected phishing attack and compromise 
in the test environment. The RSA team has prebuilt phishing investigation queries and 
meta keys into NetWitness, and we used the Investigation module of the product to look 
for all the combined attributes and events that would be useful in looking for a potential 
phishing compromise scenario. We saw that the meta key breakdown included source 
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Figure 16. NetWitness Reporting



email addresses, source 
addresses and country of 
origin (Morocco in this case), 
and targeted email addresses 
in our own organization. We 
also noted that the subject 
of the email was “new login 
system,” and chose to drill 
further into the details of 
this query, which provided 
additional meta key details 
(see Figure 17).

From here, we opened a new 
investigation window that 
provided extensive details of 
these particular emails, as 
well as full email decoding to 
provide the email contents, 
showing an obvious Facebook 
phish with links that might 
entice a user to click (see 
Figure 18).

As a final step in the 
investigation, we looked at the 
source IP in the Investigations 
view with the filter ip.dst 
= 41.140.181.156. This 
then provided a number 
of meta keys, including 
“Extension,” where we noted 
that “exe” was present. In 
the NetWitness interface, we 
selected View Sessions in 
New Tab to see more details 
about the executable. We 
then noted the name of the 
executable, the client type 
used to retrieve it, and the 
destination country (Morocco) 
for this session (see Figure 19 
on the next page).
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Figure 17. Additional Phishing Email Details

Figure 18. Full Details of Phishing Email



Overall, this investigation revealed how NetWitness could easily help to trace numerous 
details about a potential phishing attack, from which we could track all potential victims 
or targets and follow up with remediation tactics such as the following:

•   Scanning systems with an EDR agent to look for further compromise on the host

•   Looking for suspicious or anomalous activity on the victim or targets

•   Documenting and capturing any artifacts and IOCs to add to threat intelligence

•   Remediating host systems by quarantining, blocking activity, or wiping the system 

Web Shell Attack

For our next incident type, we explored an uploaded web shell to a compromised server, 
allowing remote access and lateral movement from the attacker. This investigation began 
with some initial premises:

•   We received an event notification from a tier 1 analyst notifying us of a potential 
web shell. 

•   The analyst has already 
done some preliminary 
work and notices that 
it appears to have 
occurred through a POST 
command without a 
preceding GET. 

•   The referrer also appears 
to be uncommon.

To investigate, we looked for 
interesting HTTP and other protocol traffic in the environment and noted several POST 
requests that showed obvious evidence of web shell traffic, including the command “cat /
etc/passwd,” followed by access to the password file /etc/shadow, and then FTP access to 
a system using a compromised username and password. See Figure 20.
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Figure 19. Suspicious 
Executable Involved in a 

Phishing Session

Figure 20. Malicious Web 
Shell Commands



From here, we decided to analyze the follow-up FTP access the attacker pursued. We 
discovered that the attacker had successfully logged in and attempted to download data. 
A next step might include analyzing the FTP server for additional compromise or looking 
for patterns of data exfiltration to see whether any data had been successfully leaked. 

Drive-by Downloads

The next incident we explored 
in NetWitness was a drive-
by download, where one of 
our employees unwittingly 
accessed a malicious site and 
something suspicious was 
downloaded. We first explored 
traffic related to the end 
user during a specific time 
period to see what may have 
happened. First, we looked 
through some of the domain 
names associated with the hostname aliases involved. Some of these were unusual, 
with extensions of ce.ms and others. We noted a large number of HTTP requests (498) 
compared to all other services like DNS and SSL, and a large number of requests included 
a reference to a file called count13.php, as shown in Figure 21. 

After exploring this file, we 
noticed some unusual activity 
on the end user system. By 
investigating, we noticed 
that some files had been 
downloaded. Figure 22 shows 
the details of these files.

From here, we continued 
to track the origin of the 
infection, which could then be 
blocked in the future.

Cloud Compromise: S3 Bucket Compromise and Data Exfiltration

Lastly, we explored a case involving an exposed S3 bucket that an attacker had 
discovered, leveraging details found in the bucket to compromise a network jump host, 
and then moved into the network to the developer’s workstation to gain access to 
sensitive internal information. 
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Figure 21. Unusual PHP Files

Figure 22. Unusual EXE Files 
Downloaded



The scenario started with the Springboard 
dashboard mentioned earlier. Many 
analysts will use this as their general 
monitoring dashboard, because it can 
surface and highlight the top events and 
prioritized alerts across a number of 
categories in one place. For this scenario, 
we began with the top critical incident 
related to RSA Event Stream Analysis (ESA), 
shown in the left column in Figure 23.

We clicked the top alert to gain more 
insight into the incident, which took us 
into the Respond module. Here, we were 
presented with a nodal graph that showed 
us an unknown IP address (139.167.59.198) 
communicating with files (which appear 
to be access keys) and users, with the 
platform flagging indicators labeled as 
“Potential Data Leakage via AWS S3 Upload.” 
This visualization is shown in Figure 24.
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Figure 23. Springboard Critical Alert for RSA Event Stream Analysis (ESA)

Figure 24. Nodal Graph Showing Unusual Activity Related to AWS S3



By hovering over any of the nodes represented in this visualization, we had the option 
of either drilling deeper into the node context or pivoting to the Investigate module and 
look at files, hosts, and more. By clicking to add context for the main IP address noted, 
we found that this was a known IP address within the organization. By adding context for 
the samwisedev user, we found that this user was in the AWS Developers account group. 
Finally, we added some context to the two files shown, which are access keys that may 
represent an exposure of sensitive data. One of these keys was associated with more than 
one incident, and we pivoted to “INC-2” from the current view to see what correlation was 
noted (see Figure 25).

From here, we discerned that numerous files may have been exposed within the 
S3 bucket, and an attacker likely discovered them, potentially using them for other 
malicious activities. We explored some of the raw AWS CloudTrail log data involved in 
the incident by looking at the Events menu and selecting a specific log event, shown in 
Figure 26 (on the next page).
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Figure 25. Incident Response 
Pivoting Within NetWitness



We determined that it made sense to pivot to the Investigate  Navigate 
module from the unusual IP address involved, which we did within 
seconds. After selecting the source IP of interest, we noted that new meta 
keys appeared, revealing 
MITRE ATT&CK cloud attack 
techniques such as “Data from 
cloud storage object” and SSH 
access, too, which logically 
follows, given that we’ve seen 
sensitive SSH key material 
potentially exposed! See 
Figure 27.

We looked at the three SSH 
sessions, which appear to be 
communicating with a jump 
host in the DMZ (10.30.0.3). To 
build on this, we investigated 
the logs from this jump host 
to see what may have actually 
happened and discovered that the SSH key for user samwise (seen in our 
initial incident) was accepted by the host from the suspicious source IP 
address (see Figure 28).
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Figure 26. Raw Log Event Data 
for Suspicious S3 Access

Figure 27. Additional Suspicious IP Details

Figure 28. SSH Connection Logs from Compromised Jump Host



We more than likely now had a serious incident on our hands, and we wanted to pivot 
to analyze activity from the jump host that had been compromised. This was easily 
done in seconds by highlighting the metadata from NetWitness for this host alias, which 
then took us to the Hosts module to analyze this system and determine what behavior 
we could analyze. At this point, we got to explore another deep analysis capability of 
NetWitness, which was the shell history for the compromised system. We found a number 
of commands executed by the attacker (logged in as samwise) that showed a download 
into the /tmp directory, followed by a number of additional Linux commands that likely 
resulted from the Linux enumeration script downloaded (see Figure 29).

At this point, we discerned that the attacker had scanned the internal network and 
located additional resources to attack via lateral movement, and we could follow up with a 
wide variety of additional actions. All in all, this was a very complex hybrid attack scenario 
across public cloud resources and internal systems, and NetWitness was able to collect, 
aggregate, and analyze a broad spectrum of security event data to help analysts track this 
attack from the initial S3 bucket exposure to a likely internal compromise. 
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Figure 29. Jump Host Bash History of Compromise



Conclusion

Overall, the RSA NetWitness platform impressed us with its capabilities and thorough 
coverage of prevention, detection, and response. The product was easy to use and get 
started with, and the various dashboards were intuitive to navigate. Hunting for threats 
and performing investigations was straightforward, and following various events and 
indicators was fast and painless. 

RSA NetWitness platform has some of the best analysis tools we’ve seen for complex 
security analysis covering endpoint, network, and general event correlation across the 
environment. Junior analysts can easily dig deep, query systems, and leverage queries and 
meta keys built by more senior analysts. We found that NetWitness promptly provides all 
the necessary tools to hunt for events, patterns of behavior, and concrete indicators such 
as files, processes, and memory content. 
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