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The days of a workforce made up almost exclusively of full-time 

employees working on-site has given way to an era in which 

remote work, the gig economy and an expanding third-party 

ecosystem increase flexibility and adaptability—and, at the  

same time, introduce risk. 

Keeping risk in check in these circumstances requires a well-

planned, methodical process for identifying and managing risk. 

RSA recommends an approach that begins with securing the 

workforce, moves to securing extensions of the workforce 

(third parties and cloud resources) and culminates in adopting 

innovative strategies to address new and evolving risks. 
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Increasing your level of assurance about who is accessing systems and data is critical to 
managing the increased data security and privacy risk that comes with extending access to 
workers beyond traditional firewalls and perimeters. 

Recommendations 

•  Rely less on passwords and more on multi-factor authentication or passwordless 
authentication.

•  Prioritize highest-risk resources, such as VPNs, digital workspaces and SSO portals,  
for advanced authentication.

• Introduce conditional access policies that use contextual attributes.

Take advantage of constantly growing list of multi-factor authentication methods: 

“ It’s really important to make sure you have a level  
of multi-factor authentication in place and to  
understand the access you’re giving your people.”

   TONY ARNOLD, HEAD OF TECHNOLOGY AND INFORMATION SECURITY RISK, ANZ BANK1

STEP 1
FOCUS 
ON THE 
WORKFORCE

Increase Identity 
Assurance

Push  
notification

One-time 
password

FIDO Biometrics Hardware and 
software tokens

https://www.rsa.com/en-us/products/rsa-securid-suite/rsa-securid-access/modern-authentication-methods
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To manage access and compliance risk, you need increased governance over all the people 
who combine to create a revolving-door workplace of joiners, movers and leavers. Access 
governance ensures that they have what they need on the job—and that their access ends 
when they leave. 

Recommendations 

• Automate provisioning and de-provisioning to keep pace with the rate of change.

• Limit access to only those for whom it’s essential. 

• Avoid excess entitlements and accumulated access. 

• Regularly perform access reviews and recertifications.

Today’s workforce is much more than long-term,  
full-time, on-site workers—including: 

• Remote workers 

• Freelancers

• Gig workers

• Temporary staff

• Seasonal help

STEP 1
FOCUS 
ON THE 
WORKFORCE

Improve Access 
Governance

33% of organizations surveyed by SANS Institute reported 
finding centralized identity and access management effective in 
helping mitigate workforce risks, placing it second only to vulnerability 
and patch management. 
WORKFORCE TRANSFORMATION CHALLENGES, RISKS AND OPPORTUNITIES, SANS INSTITUTE2

https://www.rsa.com/en-us/products/rsa-securid-suite/rsa-identity-governance-and-lifecycle
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For many organizations today, third-party contractors, suppliers and service providers are 
practically part of the workforce. And cloud service providers and other third parties are 
increasingly responsible for essential business functions. But third parties can pose significant 
risk, which must be managed. 

Recommendations 

• Implement an enterprisewide framework to catalog third parties and their business context. 

• Create a common taxonomy for assessing, treating and monitoring third-party risks.

• Require contractors to use multi-factor authentication, just as your employees do. 

• Employ granular access controls to ensure third parties can only access what they need.

Managing Third-Party Relationships: The Fundamentals 

• Comprehensive catalog of relationships

• Determination of business criticality

• Third-party risk assessment 

• Gap remediation 

• Continuous monitoring of progress

STEP 2
PROTECT 
EXTENSIONS 
OF THE 
WORKFORCE

Manage  
Third-Party 
Relationships

Rule of thumb for managing third-party risk: Compare the 
third party’s risk profile to your own organization’s. If they don’t 
match, identify the gaps and act to reconcile the differences. 

https://www.rsa.com/en-us/products/integrated-risk-management/third-party-governance
https://www.rsa.com/en-us/products/rsa-securid-suite/rsa-identity-governance-and-lifecycle
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In a remote workforce, devices become the new perimeter, with shared or unmanaged devices 
posing the greatest cybersecurity risk. Home computers running operating systems with 
unpatched vulnerabilities, users having local admin rights and family members sharing work 
devices can all put organizations at risk. 

Recommendations

• Issue hardened and managed assets for remote work if possible. 

•  Set access policies and controls to recognize device state (managed/unmanaged, jailbroke,  
etc.), and block or limit access and enforce advanced authentication as appropriate.

• Continuously monitor endpoints to identify new threats and known attacks. 

• Get real-time visibility into traffic across all computing environments (see sidebar). 

Where do you need real-time visibility? Everywhere. 

• Endpoints 

• Internet-bound traffic

• Virtual infrastructure

• Trusted network

• Cloud computing  

STEP 2
PROTECT 
EXTENSIONS 
OF THE 
WORKFORCE

Monitor Endpoint 
Devices

“ While those using company-provided laptops are likely protected by 
internal safety measures, they could still be vulnerable if their security 
software isn’t updated or their remote network connection isn’t 
perfectly configured.”

   “CYBER RISKS ABOUND AS EMPLOYEES SHIFT FROM OFFICES TO HOMES,” BLOOMBERG LAW3

https://www.rsa.com/en-us/products/rsa-securid-suite/rsa-securid-access/modern-authentication-methods
https://www.rsa.com/en-us/products/threat-detection-response/endpoint-security-endpoint-detection-response
https://www.rsa.com/en-us/products/threat-detection-response/
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As cloud computing grows, limited visibility into activity in the cloud creates a risk management 
challenge. To reduce the attack surface, organizations must take steps to discover and gain control 
of applications and data being accessed in the cloud. 

Recommendations

• Parse and analyze logs or use a cloud access security broker to identify applications in the cloud. 

• Adopt a single tool for controlling access across hybrid and multi-cloud environments. 

• Use security monitoring tools with native integrations with major cloud platforms. 

• Combine cloud, network, user and endpoint data to prioritize threats and orchestrate responses. 

To capture cloud-specific context, alerts and insights for security decision-making, choose 
monitoring tools with native integrations to major cloud platforms, providing visibility into:

• Security configurations

• Assets and applications

• User activity

• Cyber threats

STEP 2
PROTECT 
EXTENSIONS 
OF THE 
WORKFORCE

Secure Cloud 
Computing

“ The move to the cloud has done so many amazing things for our 
workforce … but it’s also forced us to change the way we think about 
security in a big way. Now [that] they’re in the cloud, we have to 
have a whole cultural shift in behavior to how we deal with that.”

   JAMIE RINGSTAD, DIRECTOR, MICROSOFT

https://www.rsa.com/en-us/products/rsa-securid-suite/
https://www.rsa.com/en-us/products/threat-detection-response/security-automation-orchestration
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Whether the result of user negligence or intentional abuse, insider threats have long 
represented a security challenge—made even tougher now by the complexities of a dynamic 
workforce. Minimizing insider threats requires going beyond the basic blocking and tackling of 
traditional identity and access management controls. 

Recommendations

• Use identity analytics to continuously detect anomalies and toxic combinations of access. 

•  Consider augmenting static-based authentication rules with self-learning, context-based rules. 

•  Apply user behavior analytics to continuously monitor user activity and quickly spot 
problems before a breach occurs. 

Quickly detect access anomalies with user and entity behavior analytics (UEBA) methods  
such as: 

• Unsupervised machine learning

• Positive and negative signals

• Access anomaly detection

• Behavior modeling and peer analytics

STEP 3
ADAPT  
TO KEEP 
PACE WITH 
INNOVATION

Address Insider  
Threats

Organizations surveyed by RSA identified dynamic workforce  
risk as a top risk management priority over the next two years.
RSA DIGITAL RISK REPORT, SECOND EDITION4

https://www.rsa.com/en-us/products/threat-detection-response/ueba
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Digital workers (bots, AI, IoT, robotics) can reduce costs, increase productivity and analyze 
lakes of data. But in the wrong hands, they can be used to wreak havoc. And because they 
rely on preprogrammed rules, even a simple coding error can have disastrous consequences.  
Close control over who manages and updates them is critical. 

Recommendations

•  Gain fine-grained visibility into entitlements and interactions to identify conflicts that 
could create inappropriate access.

•  Use a centralized platform to connect automation data with security intelligence to limit 
risks from unmanaged system updates and policy changes. 

•  Have resiliency plans in place to prevent disruptions as nonhuman workers increasingly 
perform critical functions. 

Without careful management, seemingly routine events can wreak havoc with  
automated processes:

• Business changes (pricing, go-to-market strategy, etc.) 

• System changes and updates

• Cybersecurity incidents

• Changes in regulatory requirements

STEP 3
ADAPT  
TO KEEP 
PACE WITH 
INNOVATION

Manage the 
Machines

Close control over who manages and updates 
bots and other digital workers is critical. 

https://www.rsa.com/en-us/products/integrated-risk-management/enterprise-and-operational-risk-management
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Though not intentionally, workers will inevitably misuse resources, mishandle sensitive data 
and violate acceptable use policies. A variety of security tools can help contain actions of this 
kind that put organizations at increased risk. And expanding efforts beyond just technology 
is vital too. 

Recommendations

•  Mix and match animated, instructor-led simulations and gamification to custom-fit 
workers.

•  Take a top-down approach. Changing the security culture doesn’t happen overnight;  
it requires everyone to be all-in. 

•  Establish baselines for worker cybersecurity knowledge and susceptibility to social 
engineering attacks.

• Continually train, assess and communicate findings. 

•  Find ways to make security awareness valuable for workers, including incentives 
and positive reinforcement. 

STEP 3
ADAPT  
TO KEEP 
PACE WITH 
INNOVATION

Build a Human 
Firewall

Take a top-down approach.  
Changing the security culture 
doesn’t happen overnight;  
it requires everyone to be all-in. 
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THE FUTURE OF WORKFORCE RISK

While it’s nearly impossible to predict how change and disruption will 

specifically impact the workforce, it’s reasonable to assume they will 

continue to create a variety of new and intensified risks. Therefore, 

the most important next step is to undertake planning and action that 

will prepare your organization for whatever the future holds. Follow 

the recommendations in this guide to help minimize impacts to the 

workforce and remain resilient as the future unfolds, and visit RSA 

online to learn more about managing dynamic workforce risk. 

https://www.rsa.com/en-us/solutions/manage-dynamic-workforce-risk
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DIGITAL RISK IS EVERYONE’S BUSINESS  
HELPING YOU MANAGE IT IS OURS 
RSA offers business-driven security solutions that provide organizations with a unified 
approach to managing digital risk that hinges on integrated visibility, automated insights and 
coordinated actions. RSA solutions are designed to effectively detect and respond to advanced 
attacks; manage user access control; and reduce business risk, fraud and cybercrime. RSA 
protects millions of users around the world and helps more than 90 percent of the Fortune 
500 companies thrive and continuously adapt to transformational change. 

Find out how to thrive in a dynamic, high-risk digital world at rsa.com

1  The opinions expressed by Tony Arnold are his and do not necessarily reflect that of his organization. 

2  David Hazar, Workforce Transformation: Challenges, Risks and Opportunities, SANS Institute, December 2019, p. 13

3  Kartikay Mehrotra, William Turton and Alyza Sebenius, “Cyber Risks Abound as Employees Shift From Offices to Homes,”  
Privacy & Data Security Law News, Bloomberg Law, March 19, 2020

4  RSA Digital Risk Report, 2nd Edition, January 2020, p. 8
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